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This filing is being made by Premier Communications as required by 47 C.FR.
§ 64.2009(e).

Companies covered by the attached Annual 47 CF.R. § 64.2009(e) Certification (the
"Certification") include the parent and its wholly-owned or controlled subsidiaries which
are "carriers" (collectively, the "Company") as follows:

Company Name
Mutual Telephone Company
Northern Iowa Telephone Company
Webb-Dickens Telephone Corporation
Premier Communications, Inc.
Vernon Communications & TV, Inc.

Form 499 Filer ID
801123
801126
801129
816258
816268

The board of directors and management of each of the above-listed companies are
identical. The officer who signed the Certification signed as an authorized officer and
agent of each of the above-listed companies. The Certification applies to and is filed on
behalf of each of the above-listed companies.

For purposes of the attached Accompanying Statement the above-listed companies are
also considered "affiliates" of the Company. Where appropriate or required, the
Company's CPNI policies apply to and may reference the Company and its affiliated
companies.

Douglas A. Boone
Chief Executive Officer
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Exhibit 1

Accompanying Statement

Premier COlllnwnkatlons C'Col11pani') maintains the- following operating procedures LOensw'c cO'fnplklHCc
with the rulesliet forth in 47 C.F.R. Part 64, Subpart U:

Section 64,2005 Usc of -cllstomer' proprietary networkinfo..mation \vithoutcustQmer
approval.

(a) Any Idecomnwnic-ationscarrlcrmaYtlse. disclose. otp~rmit access to ePNI for theplltposeof
providin~ornmrketi~g.:s.crxt~p,:~ff~dng~'amQllgthecategories of scrvke (Lc.., lOGal, Intcrcxchange, and
CMRS) lo,which thecustom~r.fllrea4ysupscribes Itom the same carrier, without cll~to'1l1erapprovaL

(1) IfateJecprnmunicati()ns carrier provides diflcrcnt' categories ofservice, and a Cilstomel'
sub3cribc:s to more lhanone category of service offered by tho 'carrierl the carrIer is permined to share
ePNl among the ctltTier's affil1atcd entities lhat provide a service offcring to the customer.

(2) If a telecommunications carrier provides dH'fercnt categories of service, but a cllstomct docs
not subscribe to more than om:oflcring by the, carrJc.r, the: carrier is nm penniaed to share CPN[ \\'ithit~

"fliHat.', except as provided in§64.2007(b).

(b) A,tele~ommlulict\ti.onscnrricrmaynot usc, disclose, or permit 3CCC5S toCPNl to market tl) "

customer,service offeFingsJl1~tar:e,yith~n a category'of service to which the subscriber :does ,not already
subscribcfl'Om that 9alTier,'unlqss,lharca,lTierJl<?lS customer approval to do so, except as de;;crihed in
panlgrnph(c) 'Of1hissectJgl1.

(1) Awlr~lcs$providef filay USC; disclose, or permit access toCPNl<;jedvGdfrom its provision of
CMRS, whhoufcustomer approv.l1, for tlH~ provision ofCPEand irlfonllationservietis). A. \vircline carrier
may use, dis<:\ose or permit access to ePNI derived from hs provision of local exdmnge service or
intercxchange service, without customer approval, for the pl'Ovhion ofGPE and eu'll answering, voice mail
or messaging, voice storage and retrieval services, fax swreand forward, and prowcol conversion,

(2) A t.elecommunications carrier may llOt. usc,disclosc, Of permit access to CPNTw identify or
track customers thm call competing service providers, For example, a local exchange carrier may not use
local service CPNl to track:aHcllstomcrs that caHIoca] service c,ompctitors.

(c) A 1clcc~mnlunientionscarrieTmay USC; disclose, or pt'mnit access to CPNJ, whhoutcustomer
approval, a, describcdiulbisparagraph (c).

(]). A teICCQlnrnuni,cationscarrier,mayusc, disclose, or pennitacccss toCPNl, wit.hout customer
approval, in itsprovisioJJ of inside wiring instalJation, maintenance~ and repalrservk:es.

(2) CMRS providers may use, disclose, or permit ac.cess to CPNI fhl' the purpose of conducting
research on rhe health e.ffects of CMRS.



(3) LEes; CMRS providers, and interconnected YolP providers may llseC?NI, without customer
approval, to marke·t services forme:rly known asadjunct~to~basic scrvices, such as, but not limHed to, speed
dialing, computer~provided directOlyassistance, c.al! monitoring, call tracing l call blocking, call retul11,
repeat dialing, tall tracking, call waiting, caller I.D,. call fOlwarding, and ccrt'dil1 Cc'ntrex features.

(d) A telecommunications carrier may u:'>t, disclose, or pennit access to ePNl to protect t'he righfs
or property of the can'ier, or to protect users of those services and other carriers from fraudulent, abusive; or
unlawful usc of, or subscription to,sllCl1 services.

Tlte Company JJa>~(l_dopted,~~peclflcCPNj policies to ensure thilt! i1t tJteab,~'ence ofcllstmller {/ppr()jln/~

CP/v/ is only used hytheCompallY M provide tJr market service (ifferings among the categories of
service (i.e., tocal, lilferexc!ul11-geJ fllldOUR~' to which tlte customer already sUhscribes; The
CompmlY's CPNI ;policies prollibil Iheslurrillg of CPNI wi/It affiliated compan/es,'except as permittet!
uuder Rule M.211I1S(a)(1) IIr wllb C((stlliller up"rOl'al "ursuullllo Rule 64.211117(b). 11.. only exceptions
10 these policies are as permitted tmtler47 l!.S~C. §222(iI) and Rule 64;2005.

Section 64.2007 AJ1PI'OV~ll required for use of c,usfomer propriet'arynetwork information.

(a) A telecommunications carrier may obtain approval through '.'.'Titten, oral or electronic
methods..

(1) A telecommunications carrier relying on oral approvalshal1 bear the burden of demonstrating
tbat such approval has been given in·compHancewith the Commission's rules itl this parL

(2) Approval ordisapproval to use: disclose, or pormit access 10- a customer's CPNf ohtained by tl

tdecommunicmions carrier must relnain ill effect: until the customer revokes or limits sneh approval or
disapproval.

(3) A telecommunications carrier must maintain records of approval, whetlH;ir oral, Wrltlen or
electronic, for at lcastoneyeal',

In all circwli<~tai1ceswhere customer approval is reqflirer! to fiSC, disclose or permit ((ccess IOCPNl~ the
Cmnpmly's CPNI pali-cies require that lite Company obtain customer approval throughwritiell, oral or
electronic methods ]11 compliance with Rule 64.2007. A customer's approval or disapproval remains in
e.ff'ect until the ClJ.stoftlCr revokes or limits the approval Of disapproval. 11,e Company maintaius records
ofcustomer appro ...·al (whether written, oral or electronic) for a minimum ofoneyear.

(b) Use o/Opt-Out and Opt-In Apprm10l Processes. A telecommunications carrier may, subject
to opt-om approval OJ" Ol)t~ill approval, use its customer's individually idenrifJable,CPNl for the purpose of
marketing communications~relatedservices to tharcustomel'. A telecommunications carrier maYI ~ubject to
OpH)Ut approval or opt-in approval, disc!oscitscuslomCr'sindividually identifiable CPNI, tor the purpose
or~~r~ctil1g~om~rm~i~at:lw~s,~l·Glat~d$ervic.cs tothatcustom~r. to its agents alld-itsaffi}iates. that provide
communications~relatcd services. A telecommunicationsc;arriermay also permit such person or entities to
obtain access. to suc.hCPNI for such purposes, Except fornse and disclosure of ePNJ that is penniltcd
without customer approvaJ under section §64.2005, or that is described in this paragraph, or as otherwise
provided in sectIon 222 of the Communication~ Ad of 1934, as amended; a telecommunications carrier
may only use, disclose, or permit access to its customer's individually identifiable ePNl subject to opt~in

8ppl'ovaL

Tht! Company does 1101 use CPIV/ i(u alty purpO!ie (including marketing (:ommuniClItions-relttfed
services) and does not dl:'ltc/ose or grant access/a CPNllO auy party (including to agentj' or (~ffiliatej,' tlUII
p)'()vid(! cbmmtmicathms-related ,l'ervices), except as permi/ted under 47 U,S,c. § 222(d) and Rule
64.211115.
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Section 64.2008 Notice required for usc of custorner proprietary net.work information.

(q} ... N'otij'icatipn, Gen~rally, (I). pl'ior, to .any. solicitation for .. customer approval, a
tetccomrnunications carrIermu~tprovidenotification to the CUstOmer of the customer'5 right to restrict use
of, dh;.cIose uf, and access to that customel"·$ CPNL

(2) A te]e("olnmtinications carricIll'1ust n1allltain records of notification, whether oral, written or
electronic, Tor at 1C'd.sronc'year.

(b) Individual'notice to customers must be provided when soliciting approval to use, disclose, or
p(~rri1h access to customers' CPNl.

(c) Confenl ofNotice. Cuslomer notitlcation must providcsuilicientinfonnation to enable the
cllstomer to make an itlformod decision as to whether to pt:>;rmh a carTier to use~ disclose., or permit acc~ss

to, the customer's CPNL

(I) The. notification musL state that the customer has a right} and the carrier has a duty, under
federal law, to protect the confidentiality ofCPNI.

(2) The notificati{Hl must specify the types of information thai constitute CPKI and the sp(~cifk

entit.ies that will receive the CPN1, describe the purposes for which CPNI will he used, and inform the
customer of his or her right to disapprove those uses, and deny or withdmw access to ePNl at any time.

(3) Thenotitkatioll must advise the customer oftheprecisCi steps the cllstomer must: take in order
to grant or deny access to CPNI, and must. clearly state that a denial of approval wlH not affec.t the
provision of any services to which the customer SUbscribes, However, carriers may provide a brief
stattm0llt, in a dear and neutral langu<=J.g.c, describing consequences din~{..'tly resu'lting from the lack of
access to CPNL

(4) The rlotillcation must b(~ c(Hripreltensible and must not be misleading;

(5) If written notlfication isprovided, the notice mtisl be clearly legIble, usc- sufficient.ly large
type, and be placed in an area so as to be readily apparent to a cust.omer.

(6) ff any portion of a n()tification i..:: translated into anofher language, then all portions of the
notification must be translated into thatJanglmge.

(7) Acarricr may sune in .t~cnotiJ1c~ti.ontll,arthe customer's approVal to use CPNI may enhance
the carriertsability to offer productsEmdservicestailore.dto the customcr1s l1eeds. A carrier also may smte
in thenutificatioll that it maybccoml'cllcd to discI<)seCPNI to any perSt!n upon affirmative written request
by the customer,

(8) A carrier may not include in the notificatiO'f1 any statement attempting 1'0 encourage a customer
to freeze third-part)' access to CPNL

(9) The notification must :itate rhar any approval. or denial of approval for the use of CPNI
outside of the service to which the customer already subsc:-rihes frolll t.hat carrier is valid llnl fJ the customer
afnrmatlvely revokes or limits $twh apPf{)val or (knial.

(10) A telecommunications catTier's solicitation for approval must be proxhm,lfe to the
notification of a custonlel"$ ePNl right's.

The C(J/tlp(tJ1Y~" CPNI policies requiTc tl1at custolilersbe}u.tfij;~d.(~l their. rigltls, and.the Company's
obligatiolls, with respect to CPNl prior to (my solicitation!orcwitomer approval, All required customer
notices (whether written. oral or electronic) comp(v with the requiremellt~ of Rule 64.2003'. The

3



Compaliy maintain", record.~· of (II! required customer notices (whether written, oral Or electroulc) for a
min/mum 0/one yeur.

(d) iV(){ice Requirements S))r3cific to OpfwOu.f. A telecommunic.ations carrier mu::;t provide
notification to obtain opt-out approval thwugh electronic or I,vritten n1.e,t1wds, but not by oral
cQmnlUnicati.on (except tiS provided in paragraph (0 ofthjs s(:etion). The. contents of any such notification
mUSl comply with the requirements (Jfparagrapll (c) of this f>cetion.

(1) Carriers 'must'wah a 30-ctay minimum period of time after giving customers notice and an
opportunity to optnQutbefore assuming customer approval to use, disclosl-\ or permit access to CPNL A
carrier may~ in its discretion, provide for a longer period. Carriers must notify customers as to the
applicable waiting period (or a responsc·bcfore approval is assumed.

(i) In the case (Iran electronic form ofnotiticatiol'J> the \.\;'ailing period shall begi,n to run from tbe
date on which the notification waS sent; and

(ii) In the case of notIf1cation by mail, the waiting period shall begin to run on the third day
foHowing the date that the notification was mailed.

(2) Carriers using the opt-om mechanIsm must provide notices to rlldr customers every two
years.

(3) Telecommunications carriers that use t."-mai! to provide opt-out notices must comply with the
1bllnwing re.quirement$ in addition to the reglliremcntsgeneral1yappNcablc to notification:

(i) CarrIers must obtain express, verHiahle, prior approval from consumers to send notices via e·,
mail regarding their se.rvice in general, or ePN I in partiCUlar;

(ij) CalTiers must al10w c.ustomers to reply directly to e..·mails containing CPNI notices in order' to
opt,..out;

(iii) Opt~out c~maH notices that arc returnedlo thecanicr as undcHverable must be senl to the
customer in another form before carriers may consider the custbmcrto have received notice;

(iv) Carriers that use e.;.rnail to send ePNI· notices must ensurclhat the, subject lincof the·mcssage
clearly and accuratelyidentHk.s the subject matter ofthce"'mail; and

(v) Telccommunica!:im)scarriers must make available to eyery customer a method toopFOut' that
isofnoadditiomtl costtothccustomcr and that h;available 24 hoursa,'day, seven days il"wcck. Carriers
may smist): this reqult"cmtUltthmug,h·a combination of methods, :.;0 long as all customers have the ability to
opt;..out at no cost and are able to effectuate that choice whenever (J)ey choose.

The (.~/11paltY (Me,)' flot curreNtly solicit HOPI out" customerappnwuljor the use (JJ·disclo;illreojCPlVl.
Tile Company does /lot use CPNI/or any purpo,'ie (including Jntlrketbrg c(lmmul1/catioiU,'-related
sen/ices) mul does not disc!o:.;e or grant (fccess(() CPNI (0 allY party (including to ([gent.~ or (llftljutes that
provide cOJnl1iutt!catioIlS-l'eiilled services), except as permitted untler 47 IL~C § 222(d) mId Rule
M.200'>.

(e) Notice Requirements Spec(fic to Opt-ln. A telecommunications calTier may provide
notification to obtain opt~in approval through oral, written, or electronic methods. The contents ofany such
notiflc{llion must comply v.'ith thcrcquirements of paragraph (c) of this seciion.

Tile Company does not currenI(V solicit "opt i1l" customer appfrJwll./flr the use or disclosure ofCPNI.
The Company does not use, disclose or grullt access 10 CPNI for any purpt),",e, to any party or in any
/Ufuurer thai would refill/re a clistomerfs /fopl lilt! approllal under the Cmnmission's CPN/ Rules.



(I) ,VaLlee R.(;'q1Jl'rem{~n[s S'pecific to One-Time Use o/CPNI. (J) Carrici's may use oralnot.icc to
obtain limited, one-time use of ePN1 for inbound and outbound custOflll;l( telephone comacts f(j(the
duration of the call.. regardless ofwhether carriers use opt-out or opt-in approval based on thenalure of/he
contact

c:?) The contellts.oftmy.sllch notjfkation.n~ust comply with, lh0requiremcnts ofparagmph (0) of
t:hjssCc,tjon~except that telccomrnunicatiouscarriers may omitanyof the following nMice provisions if not
relevant to lhe limited U$e for \vhich the cartier seeks ePNf:

(i) Carriers need not Hdvise c.ustomers that jf they have opted-out previously, no action is needed
to maintain the opt-out election;

(ij) Carders need not advise customers that they may share CPN} with their affiliates or third
parties and need not name those entities, if the limited CPNI usage will not' result in use by, or disclosure
to, an affIliate or third party;

(iii) Carriers need n.ot disclose thclm~<lns by which a customer can deny or withdraw futurc·access
to.CP1\I" so long as carriers explain 10 custOmers Ihal the scope of the <lpproval the carrier seeks· is limited
to onc~timc u;;e; and

(iv) CalTiers mtiyomit disC}osurc'ofthcprecisc :>teps actlstomcr muSt take inOi'<ior tbgrant or
dcnyacces~ to CPNJ~ as longa.stht~carrierdear]yct)mmunicateS: that the customer can deny access to his
CPNI rc)r the call.

in instances where the Cmilpuny seeksotle-time customer approval for Jhe use or disclosure of CPNI,
the Company obtains such approval In accordultCe with lite disclMiHes. methods alUl requirements
coiltail/ea ill RUle 2110$(j).

Section 64.2009 8a'feglUlrds required for use of customer proprict~~rynctworl\information.

(a) Tclecommunicat:ionscarriers mustimplemcnt a sys(\'llTI by which the status of a customer l
,'}

CPNl approval Can be clearly established prior to the usc of CPNL

rheCompmty'siJilling sr./em allows 'oUtlUirtzed ciJmpa"ypers01wel to t.~tlsily determine the status of (l

CliSlomer's CJ>lVI oppl'oval 011 tile cm'fiJmer llCCOUlll screenprioi' to tile use Of dlltc!osure ofL'PNI.

(b) Telecommun ications carriers rnust train their personnel as to \vhen they arc and an.~ !lot
authorized 10 use ePNl, 11nd c~mi(;rs must have an express dh:;clpJinary process in place.

TheComptwy has established CPNlcompliance policies that include employee training <m f(fstrictkms
Oil/lie use aml disclosure of CP/VI and required safeguards fa protect ([gainsl unauthorized use or
disc/moure of CPiVl. Bmployees /lave signetlth.at they lUuJerslllfld the CPlYl pOUciesand a i1ioialioJl of
(}lOse policies will result ill discipliniu)! action.

(c) All carriers shall maintain a record, electronkally or in some otlwrmallner1 of 111efr OVi'l1 and
their affiliates' sales and marketing campaigns that usc their customers' CPNI. All carriers shan .maintain a
record of all insmnces where CPNI was disclosed or provided to third parties, or where third parties Vie",
allowed access to ePNl. The record must include adescriptionofcachcampaign~ the specific CPNl that
was used in the calnpaign> and what products and ser-viceswcreoffered as a part unhe campaign. Carriers
shalll'etain rIle record for a minimum ofono year.

The C'tnupcul)' ',\' C'PNI policies require Ihat all sales flud marketing campaigns il1c/uding those utili.zillg
CPNI be recorded 'md kept on file/af allell!!'! one year. Records are also maiJltallled fot disclosure or
access to C'PNI hy thirdpllrties. The records iucllHle the reqUired iu/ormatit1!l lbUed in Rule 64.2(J(J9(c).
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(~) Telecommunicariom:catricrs mustestahlish a supervj~OtY review process reg,ardingc.arrier
cOlU'plhmcc with the rules in this suhpart tor out-bound marketing situations, and maintain records of carrier
compliance for a minimum period ,of ono year. Spedfically. sales. personnel must obtain :mpervisory
u!Jproval oYany proposed out-bound markctitlg request for customer approval.

TheCcm!fJaIlY's CPi'<1 policies re~uire employees 10 obfahl approl'a1 from 'he ClI1tlpany's CPNI
Compliance Offlcer far all marketing cumpaiglls, including those utilizillg CPNJ. prior 10 initialing fhat
campaign. Record of tile I1'Ulrkefing cmnpt{igns, along with Ihe appropriute supervisory approval is
nUlintainedJor at /east one year,

(e) A telecommunications carricrrnust have an offic.er. as fill il.gCllt of the carrier, sign and file
with the COlllmission a compliance certificate Oil an annual basis. The officer must state in the certification
that he or she hus pcrson~l knowledge that the company has cSf<ibJished operating procedures that arc
adequate. to ensure cOlllpliance witJ\ the rules .• in this subpart. .. The. carrier must provide. a statement
acCOrJlpanying the cCl1ificate ,expl~:irling how its operatIng pr?cedures ensure that. it is or is not in
compliance With the rules in ill is Bubpart. In addition, the carrier must include an explanation of any
actions taken against data brokcl'sand a summary of all customer <:;ornplaints received in the Pt1ST YC~lr

concerning the unauthorized release of ePNl. This filing must be made annually with the Hnforcemcnt
Bureau on or before March 'I in ED Docket No. 06-36, fOT data pert.aining 10 the previous calendar year.

the required officer cert(ficatloJl, actions taken against data bJ'okers onti sunUiulry of customer
cmnpJ(lint documents fire iucluded with thiS accompanying $t(ltement~ TITe Company will file these
documents on aft a1l1U1al bet.sis tm Of before _tlarch I jar data pertaining to tITe pr(!~'ious Ctllendllryear.

(f) Carriers nm:;;l. provide written notice wj(hin fiv('. business days to the· Commission of any
instance where the Opt-out mechanisms do 110t w()rk properly, 10 such a degree that consumers' inahility to
opl-outjg more than an anomaly.

(1) The notici.~ shall be intheformnf a lotter" and.shalJ 'include l?e canier's name, adcscriplion of
th¢opt-,.outmechanism(s)uscd,thepi'0bI9ms(s)experien,c{jcl;the romcdy'pJ'Oposed and when it will bc!was
impl,cmented: whether the relevant statec()U1mission(s) has beennotifJed and whether it has takel1 any
action, a copy of Lhe noHceprovlded to c.ustomers. and c,ontacf information.

(2) Sneh notice must be submitted even if thecarriet offers other methods by which Consumers
lll"dyopt-out.

TIle Company does /lot curreu(1y solidt "optout" customer approvalfor tire lise Of di,~dosurl? OfCPiVI.

Seclion 64.201 (I Safeguards on the disdosure of customer" proprietary Iletworl{ information.

(a) Safeguarding CPNf. Telecommunications carriers must lake reasonable measures to discover
and protect againsl attempts to gain unauthorized access to CPNL Telecommunications carriers must
properly authenticate a cLlstomer pdor to 'disclosing ePNl based on customer-initiated telephone contact,
online·<lccounl. access, or·an in-store visit

The Company 's CPlvJ pfJlicies (llltl empla,vee fmining include rea:wflable measure....· to disc(})Jer amI
protect agaiu.'l/ tlctivity thaI is indicative ofpretextillg (lnd employees are in${rut:tetJ If) fwtifY file CPNI
Compliallce OJJicel' ifallY such activity is ,mspectetL

(b) Telephone aCcess 10 CP/'lf. Telecommunications cmTiers may only disclose call detail
infonnatinll over the telephone, based on cU$torner-initiared telephone contact, if the customer tirs!
provides the carrier with a password: as described in paragraph (t.) of this section, th.nt: is not prompted by
rh" >.:-&nie-r a"kitlg !'\)l' roadily available biographical informatioll.. or iiccounl information. If the customer
does nor provide a password, the telecommuniealion~ cunier may only disclose call detail -informarion by
sending it to rhe customer'g address of record, or, by calling the CUStOmer at the telephone number of
record. lfrhc customer is able to provide call derail information t.o the telecommunications carrier during a
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cust()mer~jt1Jtiatcd call without the telecommunications carrier's assistance, then the telecommunications
calrier is permitted to discuss lhe call detail information provided by the customer.

Tile Company's ('P/Vl policies ensure lhn.l (l cllstomer is only able to access call detail information ()ver
the telephone in one of tile ways Ii'iled in Rule 64.2010(b). If the customer cannot remember their
password, t!ley are prompted to answer a security question. !'Veirlter tlte pas,nvord nor tlu} ,w;curi~V

questiou (ire based Oft rf!!adi~}' Q)'(li/able biographical h{(ormafioll or account illpuma/ioll. Customer
service reptesenta!iwrs are instructed to authenticate customers over the telepllOlle in ali instances except
hrthe case where the customer prOVides the call d2/{lil in/ormation without tlte assistance of the
Compauy,

(c) Online access to CPl'il. .A tclecornmunkations carrJer must nuthcnticate;u customelwlthout
the use of readily avaIlable biographical inft}rmatio!l; or account information, prior toal1()wing the
cnstqmer online access'ID CPN I relnted to l'l telecommunications service account Once aUlhenlicatedtthe
CU$Lome.t;Hlt'ly only ohtain.onlinc·access 10 (:PNJ. related to a tclecommunicatiun5 service accountlhrough·u
pa.ssword, as describedj)) paragraph (e) of this scctiOll l that is no! prompted by the carrier asking for readily
available biograp'hicalinforl1lation, or account information.

The Company :~. ('PlYl policies require customer authentication witham the USe of readily available
biographical in/ormatioll or (Jccoulll information prior to i1tltitd~~'gaining U'tees'S 10 al1 account ol1line~

Once the customer lr; (mthel1ticated the customer is required io use a password to oblaiH onllne access to
CPNI.

(d) In-Store. access to CPNl, A tcJecommunical,ions carrier may discloseCPNI' to a. customer
who, 31 a carricr~s retail location.. first presents to the telecommunications carrier or its ilgent. a vaHdphoto
ID lnatching the cuslomer's account informalioll.

The Company '8 CPlVlpolicies allow tile Company 1o disclose call detail CPNl to the <:ustomer at «retail
loCfilMnaj'ler presentihgawflidphoto ID that matclus flIe CUN!Ol1UY'S aceOllUI jnformafiol1~

(0) Establishment of a Pas~'word and fJllck-11P Aurlw11lication /lle/hodv for Lost or Forgotten
Passwordt. To establish a password, a lelecommunications carrier must authenticate the customer without
the usc uf readily available biographical infonnation, or account information. Telec,)mmllnications carriers
may create a ln1ck-up customer authentication method in tbe event of a lost or forgotten pa.ssword, hilt sltCh
back-up CUstOTHer authentication metlJOd may not prompt: the customer for readily available biographical
infolmatlon, or aCCollllt irrfonnation, If a CUf;tOnltl:r canllot provide the correct password or th.e correct
response for the bad(~upcustome'.rauthcntic.ation method~ the cu~tomer lllust establish a new password as
descdhed in this paragr~pb,

The COfnpauy':f CPNI pNipies allflwjor a !ewwllYs ta e.~'IablishapIlSSW()rtl, all (if Which. ensure
compliancelfitltrhe abovepafagraph•... E;lldl111etlwdalso alloWS tltecustomer to l!.fjtablish f.I !;fICkc.up or
secJlrlfYf/lIestion in tlie event /lJattltcy/orget1l1e.!rpossllJord. In nocvent (loes tlie Company u...·(} readily
availahleblr,graphical iJ;jI)J']IUliion or account it(ft)fJt1atiQll as a back;.lI.p question or (IS a means to
est(ihfh;!l tJpassword oraufh:emicatethec'tiJilhl1f.lr.

(f) Notification oj account ehanges, Telecommunications carriers must notif)' customers
immediately whenever a password, customer response to <iback~up means of authentication for lost. or
fOl'gottcn p3sswords, online account, or address of record is created or changed. This nOfification is not
required \\;hen the customer initiates service} incJuding the selection ora passv.'ord at service initiation,
This notification may be through a carrier~originated voicemail or lext: message to the telephone number of
record, or by mail to the address of record, and must not reveal the changed infonnation or be senl to 'the
new ac.count information.

Tile Compauy's hilling s.ystem r;enerate,') fl notification letter when any Of tile fieldS listed ill. Rule
64.2010fj) is Cl'ellTed or challged. The Company immediately J1'Uiibi out tlte l1otiJiciltioll If) t!le ai/tires... of
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record (mtl1er t1lleW address) when raquired by Rule 64,2fJ!()(j). Tile cOllte1f1 Of the Notification complh!!,
with the requiremellts ()fRule 64.20IO(j).

(g) Business Customer Ex-emption. Telecommunications carriers may pind. them$elves
comracumHy to authentication regimes other thanthoscdescribed:in thissCClion.fol·'&efVic~s they I~tovIde

to their business clistomc:r that have both a dedicated aCCOUnt representative and a contract thatspccificnlly
addresses the carriers' protection ofCPNI,

The Company does not uti/he tile business customer t!.-cceptiol1 a1tllis lime,

Section 64.2011 Notifkatioll of customer proprietary network information security
breaches.

(a) A telecornm\lnic~ttjons cartier shaH notifY law enforcement of a breach of its customers' ePN I
as provided in this sel,..i'ion, The carrier shall not tlOtify its customers or disclose the br(~ach publicly>
wherher voluntarily orunder state Or local law orthese njles l until it hascomplctcd the process ofnotifying
law enfol'cemcntpun;uant to paragmph (b),

(b)·· .. As'soon as ,practicable" 8ndinne: ,e;v~nt iater·.than .seven. (7) hus'iness:days,~fter.reasonabjc

determination ·of .the breach~· the teJecollUTIunications .carrier .shaJl elec.lronically, notify tIle Yl1i~ed States
Secret Serv,icc. (USSS) and· the Federal Burc:uu oflnvcstigution (FBI) througo'a.. ccntraJ reporting facility,
The CQmmi$sloll \vill Olainttiin a link to the reporting facility ftJhup:(L\fWW ,ff;:t;,~g9v(e.t?!,Q;ll1.

(I) No(:witllstanding any state Jaw to rhe contrary, the calTier shall not notify customers or
di:,>c1ose the bteach to the public until 7 full bu:;inessdays have passed after notification to the USSS and
the FBI except as provided in paragraphs (2) and (3).

(2) If the carrierbeJicves thattbcreis an extral)rdinariJy urg~ni need to not.ify any class of aH'cclcd
customers sooner {.han,oth~rwise, aUowedunderpanigraph (l).,in'orderto·avoid immediate and Irreparable
harm? it shall so :indicll~jn'itsnotifical1onandl1'lY procee,d to immediately notify Its affected customr:rs
onlyailerconsultatioll 'yiththerc1t)YarltfJ1VC.SligQr-ingagency•. 'rhecarri~r shall cooperate with the relevant
investigating agellcy'srequcst to minirnizeany advCfs;ccffccts .of such ·customer noli fication.

(3) If the releva'fir :i!Westigatin,g ag,enc)'. dete.l'1nillcs that, thc··pul:l1ic disclosure or .notice to
cusroJl1~rs would jmpcd~orCOlllj)romisean ong?in~Of PQtential.crill1lnaJ.investigdtion or national sccurity,
5;uchagcn9Y may direct.th~c~rrit;rl1ot tosodjscloseor notifyfqf an iniltatpe.riod of up to 30 days, Such
period 'may be extended by the agen.cyasreasonable neccs~ilryin ,the judgment of the age·ncy. 1.1" such
direction is given, the agency shaJlnotify thecDlTier \vhcn it appears that public disclosure or notice to
affected customers willno longer imp¢dcor compfomh;e acrirninal invc!:tigation or national security, 'll\e
agency shall, provide in writing its initial direction to the cat,.ier~ any subsequent extension, and any
notIfication that notice- will no longer impede or compromise a criminal investigation or nat.iollal security
and such writings s.llall be contemporaneously logged Oil tbe same reporting thcilily that contains rc-cords of
notifications filed by carriers,

(c) R<?cordkeeping, All Garden; silaHmaintaina.recotd, clcctronic.ally or in some other manner, of
any breaches discovered, notitication made to the USSS and the fBlpl1rsuant to paragraph (b), and
notification made to customers. The record mustinc1ude, ifavaiJab1e, dates urdiscovery and notification, a
detailed description ofrhc CPNI that was the subject of the breach~ and the circumstances of the breadl.
Carriers shall retain [he record for a minimum of2years.

TJutComptmy has p()/iciesandpmcedures lnpJflce toel1sure<:pmp!ililfcewith Rule 64.2011. rnu!n if Is
reasonably detenniitdlt/wt iI bretlchhas occurred,the CPNt CQitlpliullCI! Officer will 1m/if) law
enforcement and its customer ill the requirei! time/rames. A record oftile breach will be maintainedfor
a minimum of two yeats awl will include till il~formajioll J'equired bJ! Rule 64.2011.
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